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Abstract

Nowadays, authentication systems are extremely important in many aspects of digital life.
They help to protect personal and confidential data from unauthorized access.
authentication systems are effective ways to prevent hacking and fraud attacks. Also, They
are crucial in ensuring digital security and protecting sensitive data in our connected world.
The authentication can be done in multiple ways, one of which is using a password, such
system is called a password-based authentication system. Password is the basic and most
common method of authentication. This paper overviews the authentication systems, types,
and objectives and mentions each type's disadvantages, advantages, and problems. The
paperthen highlights the text password authentication system, its weak points, and attacks
they are exposed to, in addition to developing means and methods to increase the strength
of passwords so that they can overcome the attacks they face. The paper provides a good
background for anyone who wants to start in this field, as it gives a detailed idea of the
systems used, making it easier for the reader to choose the authentication system to desire.
Keywords: Information Security, Authentication System, Authentication Mechanisms,
Authentication Factors, Password-Based Authentication.
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Introduction

In the presenttime, the use of the Internetfor communication and getting information
has permeated every aspect of our everyday lives. Customers are extremely concerned about
their user authentication and data security as a result of the enormous growth in sensitive
and personal information being collected and stored digitally [1][2][3][4]. Companies mustbe
transparent about how they gather customer data and give customers a choice to manage
their data [5]. Users are also concerned aboutdata cracks. Sensitive information is accessed
or stolen by unauthorized people, which results in data cracks. These cracks can severely
affect customers, including financial loss and identity theft [6],[7]. As a result, organizations
must implement strong security controls to safeguard userdata, including access limits and

encryption, and notify clients immediately in the event of a crack [8][9].

Sensitive information is protected online using various techniques like encryption,
authentication, and regular data backups. A password is a combination of letters, numbers,
and symbols used to authenticate a user, grant access to a resource, or establish a user's
identity [8]. Poor password habits might make it easier for fraudsters and criminals to
undermine the privacy of your personal information online [11]. Users frequently utilize poor

password security procedures; as a result, their accounts may be open to attack [12].

Through the utilization of diverse authentication methods, individuals can be
identified. During the authentication process ofa security system, the database information
provided by the user is subjected to verification. The user is granted access to the security
system if the provided information corresponds with the data stored in the database
[13],[14].

This paper aims to study most authentication techniques, focusing on password-
based authentication, and discuss password strength vulnerabilities with possible solutions
to make it more secure. Section 2 of the paper included the authentication mechanisms.
The authentication factors are listed in section 3. The password-based authentication
(strength of password-based authentication, vulnerabilities of used password-based
authentication with solution, attacks on password-based authentication, and benefits and
drawbacks of password-based authentication) are discussed in section 4, where the final

section is the conclusion of this paper.

2. AUTHENTICATION MECHANISMS:
There are three various authentication mechanisms [15][16]:

2.1 Password Based Authentication:

The password-based authentication system is a method used to verify the identity of a
user by requiring them to provide a password. It is one of the most common and widely used
approaches for authentication in the digital world. There are two distinct approaches to
password-based authentication: graphical passwords and alphanumeric passwords
[17][18][19][20]]21].
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In any server-client relationship, the server maintains a record of alphanumeric
passwords consisting of names and corresponding passwords. The server grants access
when a particular name is found in the list, and the user provides the correct password.
Our cognitive faculties are adept at efficiently processing and retaining vast visual
information. The recollection of familiar faces visited locations, and witnessed events tends
to be more effortless for individuals than memorizing a sequence of fifty characters, which

might pose considerable challenges [22],[23].

Below is the list of the advantages, disadvantages, and issues of the password-based
authentication method [24][25]:

Advantages

e There is no requirement for peripheral hardware because it can be implemented fully

within software.

o It is possible to carry an ID /password via SSL encryption.

Disadvantages

e Passwords and IDs moving over networks are more vulnerable to "eavesdropping.”

e Password guessing and replay assaults are possible.

e Inadequate password management and restrictions (such as re-issuing and unlocking).

e Insufficient user awareness and training.

¢ Trojan horses can obtain user names and passwords through deceptive means.

¢ [t may be observed or stolen.

Issues
o Lifetime: To stop password guessing, passwords should be changed regularly.

e Ownership: Passwords must be used and owned by a single person, not shared by several

people.

e Distribution: The distribution method, whether electronic or hard copy, should include

safeguards against disclosure.

e Storage: Passwords can be kept in a physically isolated location accessible only by

approved system components or stored encrypted.
e Entry: When users enter their password, the computer terminal should not show it.
e Transmission: When sending passwords over a network, encryption should be considered.

e Cost: It is inexpensive and simple to use. The number of users drives up costs when
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issuing/registering users becomes a substantial administrative task and when specialized

software is needed to manage the authentication process effectively.

e User operability: The user does not have to worry about additional hardware devices

because the complete solution is implemented in software.

e Social acceptance: People are accustomed to using passwords and feel at ease with the

authentication process.

2.2 Token-based Authentication:

Token-based authentication is a security mechanism that validates the identity of a
userwho wishes to gain access to a server, network, or other secure system. This validation
process involves the utilization of a security token provided by the server. In addition to
facilitating user queries, the service has the task of verifying the security token. Electronic
devices commonly used for identification and authentication include smart cards, USB keys,
mobile devices, and Radio Frequency Identification (RFID) cards. Each instance of device
usage results in the generation of a novel password, enabling the utilization of a security
token for establishing a connection with a computer or virtual private network. This is
accomplished by inputting the password generated by the device into the corresponding

prompt [15].

Token-based authentication systems have advantages, disadvantages, and issues,

which can be summarized as follows [24][25]:

Advantages

¢ Users may easily access the token since they only need to memorize one PIN.

e Simplicity in administration since a single token replaces several passwords.

e Enhanced security since it takes the attacker's token and PIN to impersonate the user.
e Increased responsibility because tokens are observable.

e They are more portable than digital signatures.

e Well-developed solutions that have been widely adopted and deployed in the market

e Compliant with the thin client methodology, without any client-side software.

e Portability and mobility: Users may access the Internet using any browser-based

connection since security is not dependent on a particular system.

e Independent of browsers.
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Disadvantages

e In orderto access Internet banking services, the client must always have a token card on

them.
¢ It is necessary to change tokens every four years.
e The expense of ongoing operations for managing token cards.

e Since the client can only utilize the service once he receives the token card, there may be a

barrier to customer acquisition.

o It takes longer to validate the user's identity since more steps are involved in the client

authentication process.

Issues

e Vendor dependence: Reliance on a vendor to provide tangible token cards raises the

possibility of losing hardware support in the future.
o Scalability: After 100,000 users, this method does not scale effectively.
¢ Distribution: It is important to consider how tokens are distributed to clients.

¢ Cost: One must consider the cost of developing a token system. The token itself is one of

the extra expenses of adopting token authentication solutions.

e Accuracy: Tokens have a high degree of accuracy since the reasoning and approach used

in this method have produced very reliable user authentication.

e User operability: For token authentication to be user-operable, the end user has to keep

up with certain hardware. This extra hardware required may grow to be a hassle.

e Social acceptance: A drawback of the token is that some people will only accept it as a
form of identification if they fear misplacing the gadget. The acceptability of such a gadget

will be reduced if replacement is expensive and requires payment from the user.

e Product lifetime: Two aspects must be considered to evaluate the token authentication
lifecycle. First off, tokens are often portable. Because of this, the expense of replacing lost,
stolen, or misplaced tokens tends to shorten their lifespan. Secondly, technologies for token

authentication are still developing.

e Ease of installation: Implementing a token authentication system into the existing

computer environment can be time-consuming.

e Non-repudiation: The token scheme possesses a medium level of non-repudiation.

2.3 Biometric-based Authentication:
Biometric-based authentication is a security procedure that is dependent on the

distinct biometric attributes of an individual, as seen in Fig. (1). This form of authentication
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is employed for the purpose of regulating entry to both physical and digital resources,
ploy purp gu g ry pny g

including but not limited to buildings, rooms, and computer equipment [15][26].

(b) Face Recognition System (c) Iris Recognition System

(d) Retinal Recognition System (e) Voice Recognition System Hand g y R ition Sy

Figure 1. Types of biometrics [17]

Like any system, biometrics-based authentication systems have an advantages,

disadvantages, and issues [24][25]:

Advantages

e Provides the highest level of security for user authentication because it is hard for

someone to impersonate someone else physically.

o [t is simple to use since it requires the user to show up in person and does not require

them to carry tokens or know data.

Disadvantages
* Most systems need specific hardware input devices at every workstation.

e The individual can be impersonated if the physical reader is circumvented and biometrics

information obtained from the scanning is input.

¢ Biometric devices are unreliable under abnormal circumstances (i.e., dirty fingers may bar

biometrics authentication based on fingerprints).
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Issues

e Physical variance: The relatively changeable nature of physical qualities and technical
challenges in measuring and characterizing them might lead to certain issues when

employing biometric sensors.

e Vendor interoperability: Most of the hardware and software sold today are incompatible

with products from several suppliers.

e Costs Biometric: Gadgets are often pricey. Although biometrics systems are quite pricey

initially, they only require a little upkeep or replacements throughout their lifetime.

e Accuracy: Since biometrics technology relies on a particular physical characteristic of each
individual, it is optional to identify authorized system users while rejectingillegitimate users

reliably.

¢ Operability: The biometrics method offers great convenience as it eliminates the user's
requirement always to remember to carry a token. The lesser range of authentication speed

counterbalances this high level of ease.

e Social acceptability: It is believed that biometrics have little social acceptance. This
criterion varies depending on the kind of biometric device being used, as certain biometrics

are thought to be invasive.

¢ Productlife cycle: Regularupgrades to the host server are necessary to ensure appropriate
levels of authentication are reached since some of an individual's physical attributes might

change over time.

e Ease of installation: To use these devices, users must enroll in the system using a

biometrics authentication technique.

e Non-repudiation: There is a high degree of non-repudiation with biometrics equipment.
Since these gadgets are based on the distinct qualities of each individual, a user, for

example, cannot deny that their fingerprint initiated a transaction.

3. UTHENTICATION FACTORS:

Three categories of authentication factors can be identified [27]:
3.1. Something you know:

Something the user is aware of includes passwords, passphrases, and Personal
Identification Numbers (PINs). The most common type of authentication is passwords. The
term "password" is a general term that might apply to passcode, passkey, or PIN. A string of
characters called a password is used to verify a user's identity. It will be simpler for cyber-
criminals to guess a user's password if this string of characters can be traced back to them

(for example, if it contains their name, birth date, or address) [15][20][28].
3.2. What You Have:

Users may have items such as smart cards and security key fobs. As illustrated in Fig.
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(2)¢ a smart card is a tiny plastic card roughly the same size as a credit card and has a tiny
chip inserted inside it. The chip is an intelligent data carrier that processes, stores and
protects data. Digital signatures, bank account numbers, personal identifying information,
and other private data are all stored on smart cards. Smart cards include authentication

and encryption to protect data [27].

SMART-CARD

N

1234 5678 9012 3856

NAME HOLDER

Figure 2. A Credit card

3.3. Who You Are:

The term "biometric" pertains to a unique physical characteristic identifying a certain
individual, such as a fingerprint, retina, or voice. In order to verify users, biometrics security
checks physical traits against saved profiles. A profile is a data file that contains information
about a person's known traits. If a user's traits fit preset criteria, the system authorizes
access. A typical biometric device is a fingerprint reader. There are two distinct categories of

biometrics identifiers [26][27]:

¢ Physiological characteristics - cover a range of biometrics identifiers, including
fingerprints, Deoxyribonucleic Acid (DNA), facial attributes, hand anatomy, retinal patterns,

and ear characteristics.

e Behavioral characteristics encompass various patterns of behavior exhibited by

individuals, such as gestures, vocal attributes, typing rhythm, or even how a person walks.

The utilization of biometrics in consumer electronics, point-of-sale systems, and
public security systems is experiencing a notable expansion. Implementing biometrics
necessitates utilizing many components, namely a reader or scanning device, software for
converting the scanned data into a digital format, and a database to store biometrics data

for comparison [30].

4. Multi-factor Authentication:

Multi-factor authentication employs a minimum of two distinct verification
procedures. A secure key fob serves as a prominent exemplification. The two elements
encompass a tangible possession, such as a security key fob, and a cognitive component,
such as a password. To enhance the level of security, it is recommended to use a fingerprint
scan or any other form of biometrics authentication, hence augmenting the multi-factor

authentication process [19][31].
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Implementing multi-factor authentication can effectively reduce the incidence of online
identity theft since it prevents cyber-criminals from gaining unauthorized access to user
information solely through knowledge of the password. When accessing certain online
platforms, such as an online banking website, users may be obligated to furnish a password

and PIN obtained from their smartphone [32].

A security key fob is a compact gadget that can be conveniently affixed to a key ring,
As illustrated in Fig. (3). A mechanism known as two-factor authentication is employed,
which offers a higher level of security compared to the conventional method of relying just
on a combination of username and password. Initially, the user provides a Personal
Identification Number (PIN). Upon properinput, the security key fob will exhibit a numerical
value. The second component is a need for the user to input to gain access to the device or

network [27]. Table (1) explains the differences between the previous authentication factors.

-

\
!

B

—

Figure 3. Security key fob

Table 1. The differences between the previous authentication factors.

Single Factor Two Factor Multi-Factor
Differences
Authentication Authentication Authentication
) ) There are two ways to More than two factors to
Verify the There is only one way
) ) ) verify the resources of the | verify the resources of the
resources to verify the identity ) ) ) .
identity identity
) ) It is one action only, There are two actions to It performs many actions to
Actions in . o
so it is simple and fast complete the process. complete the authentication,
Authentication ) o
to access Simple and fast to access So it is complex.
Security Level Less security level Mid security level High-security level
User . )
Less user performance High user performance High user performance
Performance
Access process Very easy Easy Complex
S ]
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5. Text Password-based authentication:
This mechanism has two components. The applicant must first enter their account
and then their password. The password is the secret mixture of letters, numbers, and

symbols the applicant knows [20][33].

A password should have at least eight characters [34],[35]. Users should only use a
password that is shorter to remember or, on the other hand, too short to make it susceptible
to password cracking. Upper- and lowercase letters, digits, and special characters should all
be in your password. Users must employ distinct passwords for different systems, as
compromising a user's password by a malicious actor would grant unauthorized access to
all user accounts. The utilization of a password manager can facilitate the creation and

recollection of robust passwords [36].

Service providers frequently need to improve their practices regarding securely storing
user credentials. For instance, passwords are commonly saved in plain text or with

insufficient protection [37].

The level of clarity about the confidentiality of user passwords by service providers is
generally still being determined. Furthermore, there is a risk that a service provider, acting
maliciously, could exploit a user's password to assume that user's identity across other
service providers. For example, an online service provider can extract user credentials
directly from the login page by capturing keystrokes [38], thereby acquiring access to all
passwords supplied by the user. In addition to serving as a means of identification,
passwords are employed to encrypt data, which can afterward be stored in contexts lacking
trustworthiness [39]. It is crucial to note that password-based authentication mechanisms
must not disclose passwords to prevent storage providers from accessing encrypted data
[40].

5.1. Strength of Text Password-Based Authentication:

Longer passwords are extremely difficult to crack, which is one of their strengths. It is
crucial to use strong passwords whenever using passwords. A strong secret key combines
capital letters, lowercase letters, digits, and distinctive characters. Security experts now

advise using passwords with 12 characters or more [1].
5.2. Vulnerabilities of Text Password-Based Authentication:

Since the user enters the password, as illustrated in Fig. (4), password sniffing is the
largest issue. An attacker can sniff the password at many points in the communication
process. Even if the password is secure, the attacker can still readily figure it out [32]. The

human factor, a significant issue with user names and passwords, is [14]:

e Passwords are easy to guess or search if easy to remember.

e Passwords are easily stolen if written down.

10
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¢ Users may share passwords.

e Passwords can be forgotten if they are difficult to remember.

ORIGINAL CONNECTION

o, @
USER/ VICTIM \Mg p‘ @“GNN WEB APPLICATION

MAN IN THE MIDDLE

Figure 4. Password Sniffing

By applying the brute force technique with a less robust password, unauthorized
individuals can effortlessly gain entry into the system. Most access control systems typically
permit using passwords consisting of eight characters. The strength of a password is
influenced by three variables: length, cardinality, and entropy. A password with a
cardinality of 94 was generated utilizing a collection of 94 characters, encompassing a
variety of capital letters, lowercase letters, digits, and special characters, allowing for any
possible combination. The concept of entropy is utilized to quantify the computed bit
strength of a password. For example, a password consisting of eight characters, each chosen
from a set of 94 possible characters, has an entropy value of 52.4 bits. A normal personal
computer can employ a brute force attack to crack a password consisting of 94 potential
combinations within 20 minutes. With the assistance of supercomputers, the cracking
process is estimated to require 0.07 seconds. An 8-character password possessing 52.4 bits
of entropy can be considered inadequate. One additional outcome of social engineering
involves the manipulation of users, leading them to access an alternative website. After that,
the perpetrators illicitly acquire their usernames, passwords, and other sensitive personal

data [41].
5.3. Recommended Solution of Text Password-Based Authentication:

The most valuable recommendation is to utilize more robust passwords. In order to
enhance security measures, users must adhere to a more stringent password policy,
necessitating the submission of passwords with a minimum length of 12 characters and a
total number of possible combinations (cardinalities) up to 94. Individuals should be
cautious while refraining from including personal information or commonly used words in

their online communications.

To provide privacy and prevent visual access to your documents or keyboard, it is
advisable to employ physical barriers such as using your body or cupping your hand to
obstruct the line of sight while attending to olfactory stimuli on your shoulder. To mitigate
the risk of social engineering, it is advisable to take measures to deter and counteract

suspicious unwanted phone calls and emails. It is imperative to exercise vigilance when

11
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encountering URLs that appear anomalous. Implementing firewalls and antivirus software
to enhance cyber-security measures is recommended. Another alternative is the utilization
of graphical passwords, which offer enhanced security compared to traditional text-based
passwords. The user demonstrates a conscious endeavor to commit a password composed of
text to memory. The graphic password authentication procedure entails the selection of
images from a predetermined list, specifically images numbered. Implementing restrictions
on the number of attempts allowed for password entering is expected to enhance security
[14],[42].

5.4. Attacks of Text Password-Based Authentication:

The utilization of passwords can give rise to several securityissues. There are multiple
concerns about the security of passwords. These security concerns can be outlined in the

following manner [43][44]:

¢ A surfing attack - is a malicious activity in which perpetrators covertly observe a
user's online activities to acquire sensitive account information. The theft can be
perpetrated by utilizing several tools, such as a webcam, monitoring a user's keystrokes, or
surreptitiously observing the user's surroundings. One method employed by malicious
actors is a dictionary attack, wherein the perpetrator attempts to get unauthorized access
by systematically inputting many words, often sourced from a dictionary or similar word
list.

¢ Guessing attack - With the user's data, such as name, date of birth, pet name, etc.,
hackers would attempt to guess the user's password.

¢ Phishing is the fraudulent practice in which an individual assumes a false identity
to deceive a userinto engaging in potentially hazardous activities. An example occurs when
a user is presented with an email soliciting personal information purportedly from an
authoritative representative of Apple, even though an official did not dispatch the
communication from Apple. The message was sent by another entity known as "authorized
Apple."

o Eavesdropping- refers to the unauthorized interception and surveillance of personal

information by a perpetrator who covertly listens in on a user's conversation.

12 www.minarjournal.com
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6. Conclusion:

Authentication systems are at the heart of modern digital security, serving as the
bedrock for protecting data, verifying identities, and ensuring safe online interactions in an
increasingly interconnected world. Authentication-based password systems remain a crucial
component of authentication systems due to their familiarity, accessibility, and cost-
effectiveness. However, user behavior and the implementation of best practices greatly
influence their security effectiveness. Text password-based authentication systems hold
particular importance in today's digital landscape for many reasons, such as User Control,
cost-effectiveness, Initial Security Layer, User Familiarity, etc. For these reasons, the
researcher advises using a strong text password to ensure data authentication, at least as

the first level of security.

13
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